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In 2016, Google Translate had 500 million users

演示者
演示文稿备注
[https://blog.google/products/translate/ten-years-of-google-translate/]
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Is machine  translation 
important for companies?



In

5
https://slator.com/features/inside-ebay-translation-machine/

800+ million listings
each has ~300 words

1,000 translators, 5 years 
60 million listings eligible for Russia
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“I can translate a very limited set of words/phrase 
based on hardcoded  linguistics rules.”

RBMT

1950

EBMT
1980

SMT

1990

2015
NMT

present

“I can translate if I can find a very similar example.”

“I can translate new sentences, 
but my translation is not fluent.”

“My translation is often fluent and correct, 
but annoying errors appear sometimes.”



Machine translation error
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Kinder bis 15 Jahre erhalten an ihrem Geburtstag gegen Vorweisen
eines gültigen Ausweises den Zooeintritt geschenkt

Children up to the age of 15 are given free admission to the zoo on presentation of a valid ID.

Children up to the age of 15 are given free admission to the zoo on their birthday on presentation of a valid ID.

ge

en

Zurich Zoo: https://www.zoo.ch/de/zoobesuch/tickets-preise
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Good morning! 

Attack them! 

https://www.theverge.com/us-world/2017/10/24/16533496/facebook-apology-wrong-translation-palestinian-arrested-post-good-morning
https://www.dailymail.co.uk/news/article-5005489/Good-morning-Facebook-post-leads-arrest-Palestinian.html

https://www.theverge.com/us-world/2017/10/24/16533496/facebook-apology-wrong-translation-palestinian-arrested-post-good-morning
https://www.dailymail.co.uk/news/article-5005489/Good-morning-Facebook-post-leads-arrest-Palestinian.html
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You’re a darling!

You’re a cow!
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… 1,500 raw eggs

… 15,000 raw eggs

천오백

만오천
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RBMT

EBMT

SMT

NMT
“My translation is often fluent and correct, 

but annoying errors appear sometimes.”

Reliable MT

“My translation is mostly fluent and correct.
Errors can be effectively detected

and fixed beforehand.”

演示者
演示文稿备注
Our goal



Adversarial examples
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https://openai.com/blog/adversarial-example-research

Adversarial examples are inputs to ML models 
that an attacker has intentionally designed to 

cause the model to make a mistake



Belinkov and Bisk, ICLR’18
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goodd

giod, godo

good
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Adversarial 
examples User inputs

We focus on inputs that are likely from real users, 
which are syntactically and semantically correct.

I like basketball.

I like batkseball.
I basketball like.

I like football.
I hate basketball.



Why not randomly select test cases?
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https://ai.googleblog.com/2016/09/a-neural-network-for-machine.html
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In             : regular expression

[https://www.linkedin.com/pulse/ebay-mt-language-specialists-series-finding-errors-part-bartolozzi/]
[https://www.linkedin.com/pulse/ebay-mt-language-specialists-series-finding-errors-regular-picinini/]

player
player
player

CD
Guitar
Soccer

(?i)players?

[A-Z][A-Z]+sLEDs (En) -> DEL  (Fr)s



Testing via back translation?
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En->Fr

source text
(En)

Fr->En

target text
(Fr)

back-translated text
(En)
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Machine translation software

Using 200 source sentences, we found 1000+ 
erroneous translations in 

Google Translate and Bing Microsoft Translator



Overview
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Structural Invariance
(SIT)

Pathological Invariance
(PatInv)

Referential Transparency
(RTI)

350 erroneous translations

506 erroneous translations 265 erroneous translations
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SIT

Structure-Invariant Testing

Idea: the translations of similar sentences should exhibit
similar sentence structures

[ICSE20] Pinjia He, Clara Meister, Zhendong Su. “Structure-Invariant Testing for 
Machine Translation.” 2020.



SIT overview
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I live on campus with smart people.

我和聪明的人住在校园里。
我住在校园里，身材高大。

I live on campus with smart people.
I live on campus with tall people.

我和聪明的人住在校园里。
我住在校园里，身材高大。

I live on campus with smart people.
I live on campus with tall people.

Generate similar sentences

Collect target sentences

Generate sentence structures

Suspicious issue detection
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Generate similar sentences
I live on campus with               people.

I live on campus with smart               .

Masked Language Model: BERT

I live on campus with smart people.
I live on campus with cute people.
I live on campus with tall people.
…

I live on campus with smart people.
I live on campus with smart students.
I live on campus with smart professors.
…
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I live on campus with smart people.

I live on campus with cute people.
I live on campus with tall people.
…

Similar sentences
(in English)

我和聪明的人住在校园里。

我和可爱的人住在校园里。
我住在校园里，身材高大。
…

Target sentences
(in Chinese)

1

2
1

2

Collect target sentences
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我和聪明的人住在校园里。

我和可爱的人住在校园里。
我住在校园里，身材高大。
…

Target sentences
(in Chinese)

Structure representations

2
1

21

Generate sentence structures

• Raw sentence

• Constituency structure

• Dependency structure
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Dependency structure

nmod:poss
nsubj

aux
root
dobj
case

compound
compound

nmod

(team, Our)
(finding, team)
(finding, is)
(ROOT, finding)
(finding, bugs)
(systems, in)
(systems, machine)
(systems, translation)
(bugs, systems)

finding

team

in machine

bugs

translation

systems

is

Our

Relations Details

Our team is finding bugs in machine translation systems 
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Structure representations
21

Source sentence:
I live on campus with tall people.
Target sentence:
我住在校园里，身材高大.

Suspicious issues
Issue 1:
Original sentence:
I live on campus with smart people.
我和聪明的人住在校园里。

Error detection

0

3

(Distance: 3)

Issue 2:
Original sentence:
I live on campus with smart people.
我和聪明的人住在校园里。
…

I live on campus, I am tall
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Diverse kinds of translation errors

0

10

20

30

40

50

60

under
translation

over
translation

incorrect
modification

word/phrase
mistranslation

unclear logic

Google Bing
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Under-translation

Bug type Under-translation
Source Cohen … lying to Congress in …
Target … 科恩 … 撒谎 …(by Bing)
Meaning Cohen … lying in …
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Over-translation

Error type Over-translation
Source … a big step that ...
Target …这是一个 … 一大步 (by Bing)
Meaning … one a big step that ...



30

Incorrect modification

Error type Incorrect modification
Source … a hub of new auto manufacturing …
Target …制造商新的汽车制造中心…(by Google)
Meaning … a new hub of auto manufacturing …
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Word/phrase mistranslation

Error type Word/phrase mistranslation
Source … universities admit … students ...
Target … 大学承认 … 学生 …(by Google)
Meaning … universities agree unwillingly that … students …
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Unclear logic

Error type Unclear logic
Source I had a joke to tell and I wanted to finish it.
Target 我开玩笑说，我想完成它。(by Google)
Meaning I joked that I wanted to finish it.



Good afternoon! 
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Good morning! 

Attack them! 

You’re a darling!

You’re a cow!

… 1,500 raw eggs

… 15,000 raw eggs

천오백

만오천
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PatInv

Pathological Invariance

Idea: sentences with different meanings should not have 
the same translation

[ESEC/FSE20] Shashij Gupta, Pinjia He, Clara Meister, Zhendong Su. “Machine 
Translation Testing via Pathological Invariance.” 2020.
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PatInv

replace
They are doing something completely different

They are doing something slightly different

They are doing something different

remove
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PatInv

replace
They are doing something completely different

They are doing something slightly different

They are doing something different

remove

They are doing something completely different

वे कुछ अलग कर रहे ह�।
वे कुछ अलग कर रहे ह�।

वे कुछ अलग कर रहे ह�।
वे कुछ अलग कर रहे ह�।
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PatInv

They are doing something completely different

They are doing something slightly different

They are doing something different

They are doing something completely different

वे कुछ अलग कर रहे ह�।
वे कुछ अलग कर रहे ह�।

वे कुछ अलग कर रहे ह�।
वे कुछ अलग कर रहे ह�।

Suspicious issue

Suspicious issue
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Good morning! 

Attack them! 

You’re a darling!

You’re a cow!

… 1,500 raw eggs

… 15,000 raw eggs

You’re a cow!

천오백

만오천
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RTI

Referentially-Transparent Input

Idea: referentially-transparent text should have similar
translations when used in different contexts

[ICSE21] Pinjia He, Clara Meister, Zhendong Su. “Testing Machine Translation via 
Referential Transparency.” 2021.



Referentially-transparent inputs 
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concept in functional programming

square(x) time( )

x = 2 4

x = 2 4

x = 2 4

20210101000

20210101001

20210101002



RTI overview
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Holmes in a movie based on Bad Blood



RTI overview
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Holmes in a movie based on Bad Blood
a movie based on Bad Blood

福尔摩斯在电影的基础上坏血
一部基于坏血的电影



RTI overview
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Holmes in a movie based on Bad Blood
a movie based on Bad Blood

福尔摩斯在电影的基础上坏血
一部基于坏血的电影

Suspicious issue

Holmes' blood becomes bad based on a movie



천오백

만오천
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Good morning! 

Attack them! 

You’re a darling!

You’re a cow!

… 1,500 raw eggs

… 15,000 raw eggs

You’re a cow!
RTI
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Evaluation: precision

Percentage of issues containing errors among all the reported issues

She stars as Holmes in a movie based on Bad Blood
Holmes in a movie based on Bad Blood
她在一部基于坏血的电影里饰演福尔摩斯
福尔摩斯在基于电影的基础上坏血

60%



Evaluation: precision
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Are the translation errors found by 
them different?
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RTI

SIT

PatInv

149

200394

14
25

6

17

演示者
演示文稿备注
Effective and complement with each other



Recent work: testing image captioning
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[ISSTA22] Boxi Yu, Zhiqing, Zhong, Xinran Qin, Jiayi Yao, Yuancheng Wang, Pinjia He.
“Automated Testing of Image Captioning Systems.” 2022.



Overview: Construct system prompt -> cipher input -> decipher output

CipherChat



GitHub link
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Summary

https://github.com/RobustNLP

https://github.com/logpai
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