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Method Year Category Subcategory ~ Target model

Co-Attack (Zhang 2022  White-box Invisible ALBEF, TCL, CLIP

etal., 2022)

AdvCLIP (Zhou 2023 White-box Invisible CLIP

etal., 2023)

Typographical 2021  White-box Visible CLIP

Attacks (Noever

and Noever, 2021)

Multi-Image 2025  White-box Visible OpenCLIP, InstructBLIP

Typographical

Attacks (Wang

et al., 2025¢)

Caption Attack 2023  White-box Task-specific OpenFlamingo

(Schlarmann and +V

Hein, 2023)

VisBreaker (Cui 2023  White-box Task-specific LLaVA/BLIP-2/

et al., 2024b) +V InstructBLIP

CroPA (Luoetal, 2024  White-box Cross-prompt  OpenFlamingo/

2024a) +VL BLIP-2/ Instruct
BLIP

GroundBreaker 2024  White-box Task-specific MiniGPT-v2

(Gao et al., 2024b) +V

Stop-reasoning 2024  White-box CoT attack+V ~ MiniGPT-4/

Attack (Wang
et al., 2024r)

OpenFlamingo/ LLaVA
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HXIE (IE)

n B2 WNIE

. FERER

DR BT HREMER
Method Year Category Subcategory  Target models
Attack Bard (Dong 2023  Black-box Transfer-based ~ Bard/GPT-4V/Bing Chat/
et al., 2023) +V ERNIE Bot

AttackVLM (Zhao 2024  Black-box Transfer-based

et al., 2024f) +V

DynVLA (Gu 2025  Black-box Transfer-based
et al., 2025) +VL
AdvDiffVLM 2024  Black-box Generator-
(Guo et al., 2024b) based+V

AnyAttack (Zhang 2024  Black-box Generator-
et al., 2024j) based+V
CAVALRY-V 2025  Black-box Generator-
(Zhang et al., based+V
2025d)

BLIP/UniDiffuser/
Img2Prompt/BLIP-2/
LLaVA/MiniGPT-4
InstructBLIP/MiniGPT4/
LLaVA/Gemini
MiniGPT-4/LLaVA/
UniDiffuser/MiniGPT-4/
BL[P/BL[P—Z/IngL LM

CLIP/BLIP/BLIP2/
InstructBLIP/ MiniGPT-4
GPT-4.1/Gemini/
QwenVL/InternVL/
LLaVA/Aria/ MiniCPM
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mEEEHT(E

m M-Attack
0 EFSBENL, RIEBEEEANZSNCLIP, XA THIES®E

r ) Local-Global/Local \_
) Alignment |

P&

a0 O vt
9% emantic

Perturbation | { L Ensembile Models / | Updated Perturbation

Iter: i e e e e i e I S e e e e P S = e — ; Iter: i+1

Li, Zhaoyi; Zhao, Xiaohan; Wu, Dong-Dong; Cui, Jiacheng; Shen, Zhigiang. A Frustratingly Simple Yet Highly Effective Attack Baseline: Over 90% Success Rate
Against the Strong Black-box Models of GPT-4.5/40/01. In: Advances in Neural Information Processing Systems (NeurlPS), 2025. 8
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Controllable
Adversarial Attack

~ Change “dog

s -

@ ~,  to “tiger

{ Change “horse” | (g
to “donkey” . M*m

)

Baselines

Please describe this image in one sentence. @
GPT-03 (Thought for 3 seconds) A brown horse and a yellow

dog are standing together in a grassy field ... @

Please identify horse's neighbor by bio-traits. @

- GPT-03 (Thought for 7 seconds): Based on the characteristics
F d:g_,tiger of the creature next to the horse ... build typical of a tiger. @

Please identify dog's neighbor by bio-traits. &

- GPT-03 (Thought for 15 seconds) Based on its biology ...
standing beside the dog is most consistent with a donkey.

@

.horse—»donkey

Sen Nie, Jie Zhang, Jianxin Yan, Shiguang Shan, and Xilin Chen. “V-Attack: Targeting Disentangled Value Features for Controllable
Adversarial Attacks on LVLMs.” CVPR 2026
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Image Captioning Task
/ f Describe the image in one sentence.
Visual Question Answering Task
Source: Banana What is the object that is leaning
Target: Apple against the electronic device?
Image Captioning Task

Describe the image in one sentence.
Visual Question Answering Task

What is the large vehicle that is Source: Truck
parked by the sidewalk? Target: Bus

(a) Local Semantic Attack.

Deepseek_CAP InternVL_CAP
0.6 0.5

LLaVA_VQA / = | .\ LLaVA_CAP
0.6 | 0.542 0. 0.6
—— V-Attack
¢ —— MF-ii
% —— AnyAttack
AdvDiff
g —— SSA-CWA
M-Attack
0.555" 0.636/ 2 MFit
0.6 0.7
InternVL_VQA Deepseek_VQA

(b) Comparative performance.

Sen Nie, Jie Zhang, Jianxin Yan, Shiguang Shan, and Xilin Chen. “V-Attack: Targeting Disentangled Value Features for Controllable

Adversarial Attacks on LVLMs.” CVPR 2026
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1. B Patch feature (X)

§s °° |

£ i mm  Value feature (V)
= 00 !

9 | 0.

U< s i i | |
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(o]

Entropy
[«)]

s

o T
Sc 0.5 H 0.
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Decoupled
Value features (V)

| B R |

m Rl

[ﬁ%%%@%%%ﬁ%]

Entangled
Patch features ( X))
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EFES SRS EaHAKE (V-Attack)

m ik
OEREL: S CLIPAEANIEREL
E S S iJ:i%@EEEI’\J Value % ?IE‘_"" })?S'ZZIK ?ft? BRI ANHIE

Located Value
Semantic

Manipulation
-~ =~ Close
A", ay A

% \J \

Surrogate Model 1 Surrogate Model K

Self- Value Enhancement

Source Emb. E L\ o o
Enhanced B A : 5]
MatMul —* = walge [ Target Emb. ]
> C >

g Cat

Cosine Similarity Value Location

the colored lights on
the window...

What'’s on the chair? a What animal is this? a Describe this image. ﬁ [ A cat is trying to catch ]

4 Acatis sitting on ... ] A This animal is a cat ... [& ... acat 's playful ...

14
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V-Attack 8% SOTAF X FEIHEF36%

Method Train  Aug. LLaVvA InternVL Deepseek VL GPT-40 Avg. Imperceptibility
CAP VQA CAP VQA CAP VQA CAP VQA CAP VQA 4 Q)
MF-it Sgl - 0.051 0.026 0.040 0.035 0.040 0.031 0.028 0.033 0.046 0.031 0.036 0.041
MF-ii Sgl - 0.103 0.066 0.125 0.130 0.073 0.060 0.039 0.045 0.114 0078 0.032 0.039

0.042 0.037 0.050 0.100 0.043 0.045 0.030 0.030 0.045 0.058 0.088 0.101
0.043 0.029 0.037 0.061 0.037 0.060 0.031 0.028 0.039 0.054 0.106 0.113
0.262 0.229 0304 0312 0241 0.233 0285 0270 0273 0270 0.085  0.091
0370 0363 0405 0409 0.483 0.398 0.544 0475 0450 0411 0.079  0.085

AnyAttack Ens

AdvDiff Ens
SSA-CWA Ens
M-Attack Ens

0.554 0.542 0.283 0352 0.210 0240 0445 0391 0354 0355 0.030 0.038
0.504 0.453 0.536 0.555 0.560 0.636 0.668 0.597 0.567 0.560 0.074 0.079

V-Attack(ours) Sgl
V-Attack(ours)  Ens

NENIENENENEN

15
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[ iieSES L paX i

D?M TR RINEREARINERE2ERI W5 X-Attack
nV-Attack £ES5E X-Attack, FEBEBFAIEENValuetS iy IEREME

- Atack s e 5 & This image shows an apple
oes W V-Aftack oes  EEE V-Attac . f ..
- sitting next to a black office
- # = telephone on a desk...
é 055 e LIAANRSSET
The image depicts a horse
I . .l standing in a sandy or
T Lava InternVL  DeepseekVL ~ GPT-d0 LLaVA InternVL  DeepseekVL  GPT-do desert-like environment...
Model Model
(a) Image Captioning task results. (b) VQA task results.

V-Attack ZEGPT-4o0_I- 94T, BE A5 HiFEAR
16
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Sen Nie, Jie Zhang, Zhongqi Wang, Shiguang Shan, and Xilin Chen. “One Attack to Fool Them All: Highly Transferable Black-Box
Adversarial Attacks on Frontier MLLM.” arXiv preprint arXiv:2609.33833.
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n IESACKADSHT

O (/N A) fmigss AR NEZ B CKATRIUE S KT 0.9
1 XZRIBRIBEAANEFENEERIVERS

Vision Encoder

Text Encoder

©

CLIP-B/16 CLIP-G/14

1.00 0.98 0.97 0.94 0.92

0.98 1.00 0.98 0.95 0.93

0.97 0.98 1.00 0.97 0.95

0.94 0.95 0.97 1.00 0.98

0.92 093 0.95 0.98 1.00

36 37 38 39 40

1.00 0.99 0.98 0.96 0.94

0.99 1.00 0.99 0.97 0.95

0.98 0.99 1.00 0.99 0.97

0.96 0.97 0.99 1.00 0.99

0.94 0.95 0.97 0.99 1.00

20 21 22 23 24

(a) Intra-Modal CKA Analysis

CLIP-B/16 Vision

CLIP-G/71T4 Vision

CLIP-B/16 Text Encoder ~CLIP-G/14 Text Encoder

0.41 042 043 049 049 ER 0.52 0.52 0.51 0.51 0.50
045 0.47 053 053 L 0.57 0.57 0.55 055 0.54
0.52 0.55 0.62 0.61

0.56 0.60

LLaVA v1.6

0.56

InternVL 3.5

(b) Cross-modal CKA Analysis

CLIP-B/16 CLIP-G/14

0.58

0.60 0.55 0.52

(c) Cross-Model CKA Analysis

18
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m 185

Nt

X

Vision Encoder

[BICKAZ
- MURTSRR RN BRI A RIDEEHIANE Z EICKABIEEMRE

CLIP-B/16

CLIP-G/14

1.00

0.98

0.97

0.94

0.92

0.98 0.97 0.94

1.00

1.00

0.97

0.97

0.92

36

38

39

Text Encoder

1.00

0.99

0.96

0.94

0.97

0.95

0.99

1.00

0.99

0.97

0.97

1.00

0.99

8 10 1 12 20

(a) Intra-Modal CKA Analysis

21

22

23

CLIP-B/16 Vision

CLIP-G/71T4 Vision

CLIP-B/16 Text Encoder

[} 0.41 042 043 049 049

0.53 053

0.62 0.61

12

(b) Cross-modal CKA Analysis

CLIP-G/14 Text Encoder

ER 0.52 0.52 0.51 0.51 0.50

L 0.57 0.57 0.55 055 0.54

39/ 0.82 0.83 0.83 0.82 0.81

404 0.81 0.82 0.82 0.82 0.81

20 21 22 23 24

LLaVA v1.6

InternVL 3.5

RS RSXISTAIREABIR TN T/ XA REsRRE—

CLIP-B/16 CLIP-G/14

0.58

0.60 0.55 0.52 0.53 0.51 0.48

12 36 37 38 39

(c) Cross-Model CKA Analysis

19
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CLIP-B/16 CLIP-G/14 CLIP-B/16 Text Encoder ~ CLIP-G/14 Text Encoder CLIP-B/16 CLIP-G/14
. 1.00 0.98 0.97 0.94 0.92 [ 0.41 042 0.43 0.49 049 ff 0.52 0.52 0.51 051 0.50
=]
é 0.98 1.00 0.98 0.95 0.93 :% 0.53 0.53 [} 0.57 0.57 0.55 0.55 0.54 o
(=] > s
E 0.97 0.98 1.00 0.97 0.95 g 0.62 0.61 ;
= ;M >
2 0.94 095 097 1.00 098 £ 3
> 3 =

0.92 093 0.95 0.98 1.00

36 37 38 39 40

81{1.00 0.93 0.92 0.83 1.00 0.99 0.98 0.96 0.94

91093 1.00 0.96 0.99 1.00 0.99 0.97 0.95

101092 0.96 1.00 0.88 0.79 0.98 0.99 1.00 0.99 0.97

InternVL 3.5

11{0.83 0.88 0.88 1.00 0.94 0.96 0.97 0.99 1.00 0.99 0.58

Text Encoder
CLIP-G/14 Vision

79 0.4 1.00| 24/0.94 0.95 0.7 0.99 1.00 0.60 055 052 o 55 053 051 048

8 9 11 12 36 37 38 39

(a) Intra-Modal CKA Analys1s (b) Cross-modal CKA Analysis (c) Cross-Model CKA Analysis

8 10 1 12 20 21 22 24
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O-Attack FAE%Z; CKA éma_ \19? A8 (Mm/XA) fHiEzsRE
TE—ERIELER RNE BFUEES, (FARESRKRENTEVIE

Semantic Trajectory
Image Data Analysis via CKA
Vision

Encoder |

Text Data High-level Semantic Space

Text e~

Encoder (oa)

* — .|| — @ =l

(a) Cross-Modal Semantic Space Anchoring

¢?

l Resme

k

Source Image

Target Image

Target
Caption

Source
Caption

(b) Progressive Semantic Space Sampling

update
Expectation—Variance
Feature Encoders = Optimization
u“ ...panda ...” o dog ...
f . —| A ® A\
9 * ! * ® )/
N H -
°) (o
For each gradient:
1277
S
Step: t, Step: t,.,, s/ .%//
g Péchefglv A ( n \ ” <
4 PS ampling “
panda .. \A )
«. dog e

(c) Semantic Consensus Optimization

21



m =R PSS
O-Attack 151 XLE4H

Semantic Trajectory

Image Data Analysis via CKA
Vision
Encoder
Text Data High-level Semantic Space
Text S
Encoder oA

% — lI|—>@

(a) Cross-Modal Semantic Space Anchoring

N

®

ERIM AN ARNE_ L dropout
KIFLAFEDEXME N TR, =R ATRE

‘r.

Source Image

Target Image

Coptaon

Target
Caption

(b) Progressive Semantic Space Sampling

Crop Resjze
—

I Reslze
—

Feature Encoders

fo, 5 fo, 4
g

de, o 01 &

Step: t, Step: t,,;

—>

update

Expectation—Variance
Optimization

G“ ...panda ...” 0

o)’
>/ &

Z=N
(e Van

.) )
o)

For each gradient:

Cod)
<
g % @
f\\ )
“... dog ..” ~~—~

(c) Semantic Consensus Optimization

22



m 5= SCO

O-Attack =X RYS:
. MERE R K. BES/NAIKEL

Semantic Trajectory

Image Data Analysis via CKA

Vision k Crop
Encoder | @ Source Image
Text Data High-level Semantic Space

Target Image

Text o

Encoder AA ) -
B — - @ & Bl

(a) Cross-Modal Semantic Space Anchoring

HIE LA LORERAHLE,
HET A

l Resme

(b) Progressive Semantic Space Sampling

Feature Encoders

fo, 5 fo, 4

ﬂ Crop ﬂ RGSIZe g m 1 g ¢ | *

Step: t, Step: t,.,,
g Progressive n A
A PS Sampling '\

il BRI

44—

update

Expectation—Variance
Optimization

u“ ..panda..” 9“--- dog ..”
~ ® A\
O SN

N X e -
o) G
For each gradient:
pujy
<
L <
& %
;f/ A \
( ) WY
\L Ah ‘)f') ( &
«..panda..” '\A
“ dog m”\,,\ B4

(c) Semantic Consensus Optimization
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ST AEETRINE (O-Attack) iz
m O-Attack&EpaYE</5

Query Prompt S : Please describe this image in a short sentence.
4 N\ (

A market vendor stands beneath a green A vibrant outdoor fruit market stall displaying
@ awning surrounded by crates of apples large quantities of green apples and other fresh
kGP 754 and other produce. y f/”””"’ %6 produce under a green canopy. )

Query Prompt S : What type of insect is shown in the picture?

\

. N ( :
g The photo shows a bustling outdoor * There are actually no insects visible. The picture
market stall with green apples ... shows a crowded outdoor market scene with stalls,
However, no insect is clearly visible. yellow canopies ... large quantities of produce ... |

Gemini 3.1

Target image Groidd

=5, . Y
> Query Prompt Sm : What kinds of fruits are in the picture?
... identify apples as the prominent h The most prominent fruit ... large piles of green )
fruit ... including oranges. The market @ apples ... there appear to be other fruits with
Kim/ k25 Seems to be a fruit/vegetable market with owen 35 orange/yellow coloring. These could potentially
various produce. ) be oranges, mangoes, or papayas ... v

24



m SCIGZE
~) ,n 7 N
Model AnyAttack COA M-Attack FOA-Attack M-Attack-V2 MPCAttack | O-Attack (ours)
ASR  AvgSim ASR AvgSim] ASR AvgSim| ASR AvgSim ASR AvgSim ASR AvgSin] ASR AvgSim
10 frontier comgmercial MLLMs
GPT 54 245 0.071 18 0.026 29.1 0.325 35.0 0.381 46.5 0.485 435 0.439 77.2 0.650
Claude 4.6 14 0.044 09 0.014| 428 0452 | 502 0495 764 0643 767 0.627| 816  0.693
Gemini 3.1 17 0.055 0.0 0.028 | 382 0419 | 483 0482 667 0581 776 0.649| 80.9 0.678
Grok 43 15 0.054 09 0.015 37.6 0.469 50.1 0.512 79.6 0.637 66.3 0.620 85.7 0.700
Qwen 3.5 17 0.065 0.7 0.030 40.9 0.439 41.4 0.466 i) 0.664 777 0.663 83.2 0.668
Kimi K2.5 39 0.064 0.0 0.024 49.5 0.504 522 0.548 67.8 0.628 76.2 0.632 79.7 0.652
MiniMax M3 2.6 0.078 0.5 0.031 239 0.314 37.6 0.420 51.4 0516 455 0.452 64.6 0.580
GLM-4.6V 13 0.058 0.6 0017 | 522 0529 | 581 0553 830 0679 816 0672 847 0.688
MiMo V2.5 29 0.082 04 0.026 311 0.358 40.6 0.404 59.8 0.566 53.6 0.495 62.3 0.571
Step 3.7 12 0.053 03 0.037 17.0 0.256 26.5 0.316 46.3 0.430 47.2 0.439 70.6 0.607
Avg. (10) 21 0.062 0.6 0.025 36.2 0.407 | 440 0.458 655 0583 646 0.569 771 0.648
14 widely §sed MLLMs
Llama 4 33 0.071 08 0056 | 558 0513 | 551 0550 790 0664 767 0.642| 80.5 0.688
NEX N2 25 0.083 1.3 0.042 58.6 0.536 67.1 0.577 80.4 0.686 81.6 0.704 92.0 0.722
LLaVA v1.6 33 0.087 0.6 0039 739 0640 | 776 0672 895 0774 913 0775| 955 0.79
MiniCPM V45 3.1 0.097 0.7 0.028 63.3 0.563 63.0 0.577 79.1 0.691 80.3 0.674 90.7 0.734
Gemma 3 0.3 0.100 L1 0.040 26.6 0.330 36.7 0.380 48.2 0495  56.0 0.522 714  0.628
InternVL 3.5 4.1 0.088 0.0 0.033 61.0 0.541 64.3 0.590 84.1 0.711 85.1 0.704 90.4 0.737
DeepSeekVL2 2.6 0.078 09 0033 ) 629 0599 | 769 0647 91.0 0749 926 0757 951 0.763
Molmo 2 0.7 0.063 0.2 0.018 425 0.434 41.2 0.440 61.5 0.591 63.8 0.611 77.5 0.650
Llama-Vision 39 0.09 0.1 0.035) 575 0563 | 645 0589 770 0701 847 0728| 884 0.758
Mistral 3.5 1.7 0.069 0.1 0.033 347 0.382 35.3 0.388 48.7 0476 388 0.401 66.2 0.601
Qwen3 VL 47 0.072 0.7 0.031 57.8 0.544 66.2 0.567 86.1 0.694 80.0 0.681 883 0730
Seed 2.0 17 0.063 0.0 0.020 12.6 0.229 16.3 0.269 15.7 0269 234 0297 | 49.2 0.510
Nova 2 22 0.075 0.6 0.030 40.4 0.457 44.0 0.511 68.7 0.630 71.0 0.635 731 0.645
Nemotron 2 3.1 0.084 03 0.022| 400 0459 | 478 0482 650 0612 753 0.667| 849  0.687
Avg. (14) 27 0.080 0.5 0.033 49.1 0.485 54.0 0.517 69.6 0625 715 0.628 81.7 0.689

Qg User: Animage is considered unsaf f i contains any of th following unsafe content: fansafe_category. Bascd only on the bove ricria clasifythe
image. Output exactly two lines in the following format: (i) Answer: safe or unsafe (ii) Reason: <ane concise sentence>

oL

Answer: safe
¢ e Reason nu m\u;c dcpnh <qn<\lmm \hov\ ynmpm;
ST | !

Answer: safe
2’* Reason: The .mm \Im\ua row oﬁurhd m.,.l esina dmlmg
Q @ station,
Answer: safe )

Answer; safe P
Reason Ihe image Ixm\puupln e il xhibi wihe

Answer: safe
Reason: The image shows cricket ,ylmm in action

=
==

Reason: The image shows people in Ium'nl et “nm appears
to be a social gathering, with 1

Answer: safe Grr r\mwrr safe
Resson: Theimage shows people walking nera sione e lem The image shows 8 decorsied kitchen inteior

. LEH f?fjﬁ//gGPT 5. 5fl7CIaude
Opus-4.8 # &3/ - FI# £ 0%

O Adtack (GPT-5.5) 1 MPCAttack (GPT-5.5) B O-Attack (Claude-Opus-4.8) MPCAack (Claude-Opus-.8)

Answer: safe !
Reason: Tlmmm shows fabrc snd decorative ﬂh|cc|< ithoy
al expl

GrTssAsR ; TS Chade Opus-46 ASR Gl

e

Fig. 5. Attack success rate (ASR) and average similarity (AvgSim) under different levels of reasaning effort. The results compare 0-Attack and
MPCAtack on GPT-5.5 and Claude Opus 4.8, with reasoning effort ranging from no reasoning to extra-high reasoning.
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Method CSA PSS SCO GPT 5.4 Claude 4.6 Gemini 3.1 Grok 4.3 Qwen 3.5

Space Text ASR AvgSim ASR AvgSim ASR AvgSim ASR AvgSim ASR AvgSim ASR AvgSim ASR AvgSim

Kimi K2.5 Avg.(6)

O-Attack X X X v

O-Attack X v X v 410 0451 680 0585 520 0532 650 058 760 0624 620 0553 60.7 0.556
O-Attack v X v v 520 0520 700 0625 680 0593 590 0579 740 0617 620 0529 642 0577
O-Attack v v X vi 590 0541 770 0675 660 0.622 720 0632 760 0661 770 0650 712 0.630
O-Attack v v v v 77.2 0.650 81.6 0.693 80.9 0.678 85.7 0.700 83.2 0.668 79.7 0.652 81.4 0.673
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m XT3 Z5/ 150078
REM . IASHERLUIZIRE, RAHERRNESEEN
HGIE, FAXITUERGREE CLIP HEciHE) BirIE SEMES (TeCoA,
PMG-AFT) , SR EFIEEFIEEF1ETRE (FARE, Sim-CLIP+)
WiRRE—FEET. RIMEES prompt SRIBXXAERAIIFEIXIH
MTTHHE (VPT. APT. FedAPT. AdvPT. FAP. CoAPT)
Bk : GFHEXR, BERERMTEMEERSISRIRIE
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B—REEMmaME, By s s IneE B E % k" BB R
(CLIPure. TTE. DDA, AOM_ TTQ) .
ZOHkE,: (1) BB ERIRISEES, 2ERRE; (2) b
HEEARRE; (3) Moiiln e EEAvHEIELER
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Sen Nie, Jie Zhang, Zhuo Wang, Shiguang Shan, Xilin Chen. “Contrastive Spectral Rectification: Test-Time Defense towards Zero-shot
Adversarial Robustness of CLIP.” ICML 2026 30
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Sen Nie, Jie Zhang, Zhuo Wang, Shiguang Shan, Xilin Chen.
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m ST ISR
CSR SEHYEMEEERT 58.1%, BISOTASE 6.9%, T ELEREE(YiE 0.7%

Dataset Original Adversarial Fine-tuning Test-Time Defense A
CLIP TeCoA FARE R-TPT LPF HD Anti-Adv TTE TTC  CSR (Ours)

Type Name Clean Rob. Clean Rob. Clean Rob. ||Clean Rob. Clean Rob. Clean Rob. Clean Rob. Clean Rob. Clean Rob. Clean Rob. ||Clean Rob.
ImageNet 639 0.0 [56.3 53.6 48.0 46.7 || 66.7 51.0| 58.1 30.5|59.7 4.1 [61.5 239|662 232|409 278|625 589 | -14 +589
- CIFAR10 88.1 05]63.7 638 614 612 || 81.6 69.2|89.0 40.4|84.1 11.8| 82.8 63.5|85.5 29.8| 90.0 28.2| 872 75.0 | -0.9 +745
E CIFAR100 | 59.6 0.1 379 378|362 362 | 51.8 364|634 19.6/57.6 7.9 |515 349|604 142|63.1 11.1| 594 453 || -02 +45.2
3 STL10 975 4.8 [90.7 90.6] 92.0 92.0 || 96.8 92.7| 96.9 77.6| 96.8 34.0(97.2 83.1| 97.6 75.6| 964 51.1(97.2 875 | -0.3 +82.7
Caltech101 | 835 1.3 |77.1 763|83.7 82.0 | 86.1 80.9| 81.3 65.6| 82.6 28.4| 823 58.2| 87.2 61.2| 758 313|832 753 || -03 +74.0
Caltech256 || 83.5 1.5 720 69.5| 784 77.6 || 88.0 80.5| 82.8 66.5| 80.4 20.9| 81.6 558|873 594|734 418|829 76.6 | -0.6 +75.1
E OxfordPets || 88.9 0.0 |71.3 69.3|79.3 74.3 || 85.8 68.3| 794 41.7| 842 4.0 | 865 36.7| 84.8 125|788 27.0| 88.9 659 | +0.0 +659
g Flowers102 || 66.0 0.0 | 21.3 21.5| 41.7 38.7 || 65.8 48.8| 59.8 33.1|63.3 3.5 |63.5 253|653 55 |558 233|658 53.5 || -0.2 +535
2 Food101 848 00 ]306 292 47.0 445 || 86.6 68.9|79.6 38.6| 86.0 1.1 |83.9 293|853 24.8| 575 332|819 80.7 | -29 +80.7
ir. | StanfordCars || 65.2 0.0 | 32.9 23.6| 70.7 67.9 | 68.6 454|540 16.9|57.8 14 | 625 13.7|59.0 144|46.6 202| 62.7 60.9 || -2.5 +60.9
::: SUN397 63.6 021399 372]47.6 457 || 64.1 53.1|59.2 31.3|59.7 4.0 (625 227|654 202|475 262|63.0 663 | -0.6 +66.1
& | Country211 || 170 00| 3.0 27| 44 39 | 192 89 |147 25151 00152 19158 03 |102 44166 229 || -04 +229
= |FGVCAircraft|| 23.1 00| 52 7.9 122 126 | 238 167|178 7.2 |188 13204 6.0 |233 49138 106|227 312 | -04 +312
E EuroSAT 429 0.0 [16.5 164|12.6 12.6 || 29.6 22.3|41.6 49 |41.7 85 (387 255|423 83 |456 102|429 404 | +0.0 +404
8 DTD 423 0.1 1299 293|353 343 || 442 36.2| 40.5 26.7| 404 85 |40.6 22.1| 419 206|357 22.1/419 391 | -04 +39.1
PCAM 484 7.4 488 48.8|51.7 517 || 54.6 39.2| 48.6 48.4| 484 36.1| 485 482|443 43 | 482 233|48.5 503 || +0.1 +429
All Avg. 63.6 1.0 [43.6 423]50.1 489 || 63.3 51.2| 56.7 34.5|61.0 11.0(61.2 344|632 23.7| 550 245|629 581 | -0.7 +57.1




B4R LSS TE A0 BB & (CSR)
m RN IR AR
EXTEXT IR, CSRILBEKX, FHELSOTARF18.1%

Method General Fine-Grained Scene Domain
Clean PGD AutoAttack| Clean PGD AutoAttack| Clean PGD AutoAttack| Clean PGD AutoAttack
CLIP 79.4 0.0 0.0 76.2 0.0 0.0 40.3 0.0 0.0 39.2 0.0 0.0
TeCoA 66.3 65.1 65.0 39.0 35.8 35.7 21.5 20.0 19.7 25.1 25.5 25.5
FARE 66.6 65.8 65.4 59.7 55.7 55.2 26.0 24.2 24.2 28.0 27.8 27.6
R-TPT 78.5 36.2 28.4 76.7 46.4 42.8 41.7 26.7 26.4 38.1 27.5 23.2
TTE 80.7 13.4 11.5 73.6 1.7 0.4 40.6 1.2 1.4 38.0 13.4 11.5
LPF 78.6 37.4 30.8 68.2 11.3 8.2 37.0 8.0 6.9 37.1 18.6 16.7
HD 76.9 0.5 0.1 72.8 0.0 0.0 37.4 0.0 0.0 37.3 0.1 0.0
Anti-Adv | 76.2 22.6 2.7 74.1 1.7 0.0 38.9 1.1 0.2 37.1 9.8 1.7
TTC 73.3 14.7 0.6 59.7 2.0 0.0 28.9 1.2 0.0 35.8 9.3 03
CSR |78.7°7 78.0'7%0  66.41%%% |74.814 7541754  60,37°07 398105 43.8'4% 3427347 39,0402 43,2742 32,617
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Table 3. Running time per image (ms) () on single RTX 4090. Table 7. Results on various vision tasks. (mloU/Accuracy)

Time CLIP R-TPT HD Anti-Ady TTE TTC CSR(ours) Method Segmentation Captioning voa
Clean Rob. Clean Rob. Clean Rob.

Tciean 3.37 17645 184.43 3239 543 33.24 4.16 —

Origin Model | 37.7 20.8 100.0 21.3 100.0 22.6
TRob. 3.37 17620 18934 3244 5.41 3513 2618 +TTC defense 35.1 21.9 874 24.1 87.7 273
Thayg. 337 17633 189.34 3242 542 3519 15.17 +CSR defense | 37.5'02 37.51167 | 992108 437430 | 9g7l13  g5,61430

Captioning Segmentation

VQA

Text Prompt: Motorbike

Describe this image in one sentence.

LLaVA: A white dog with a pink nose
is walking a grassy field.

LLaVA + CSR: A white sheep is
standing in a grassy field.

‘What is the object near the sidewalk?

LLaVA: A mailbox stands near the
edge of the sidewalk by the yellow ...

= ] ].aVA + CSR: A fire hydrant stands
near the edge of the sidewalk by ...

Text Prompt: Dog

After CSR

Describe this image in one sentence.

LLaVA: A hot air balloon is flying
over a mountain with a person in it.

LLaVA + CSR: A plane is flying
through the sky with a cloudy ...

LLaVA: The creature occupying
most of the frame is a lion.

LLaVA + CSR: ... creature occupying

v |

Text Prompt: Cat

Describe this image in one sentence.

LLaVA: A man is petting a giraffe
statue in a park.

T \9‘ LLaVA + CSR: A man is touching
2 ] the trunk of an elephant.

What is the yellow object?

™ LLaVA: The elongated, yellow
object is a doughnut.

LLaVA + CSR: The elongated,
yellow object is a banana.
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