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Targeted Attack for Image Retrieval



Deep Hashing based Retrieval

Figure: The goal of hashing



Deep Hashing based Retrieval

Figure: The basic pipeline of deep hashing models

Similarity Retrieval

1. generate binary code of

the query 𝑥;

2. calculate the Hamming

distances;

3. obtain a list of objects

(produced by sorting these

Hamming distances).



Vulnerability of DNNs

Adversatial attack
Non-targeted attack: the predicted label of the adversarial image is not the
correct label.

Targeted attack: fool a model into falsely predicting a specific label for the
adversarial image.



Motivation

Security concerns of the retrieval system are important.
Is deep hashing robust for adversarial attack?

Non-targeted attack [1]: the returning retrieval objects are not
semantically related to the adversarial query.
Targeted attack: the returning retrieval objects are semantically
related to the predefined class.

Classification versus Retrieval

[1] Yang, Erkun, et al. "Adversarial examples for hamming space search." IEEE transactions on 
cybernetics (2018).



How to Formulate the Problem ?

Retrieval:Classification: 

?

Benign Adversarial

dog cat

min
𝑟

ℒ 𝑓 𝑥 + 𝑟 , 𝑡 , 𝑠. 𝑡. ||𝑟||𝑝 < 𝜖

Adversarial Query
(target label “Cat”)

Benign Query



How to Formulate the Problem ?

Figure: The comparison between the P2P attack 
paradigm [1] and proposed P2S paradigm.

[1] Tolias G, et al. “Targeted mismatch adversarial attack: Query with a flower to retrieve the 
tower”, In ICCV. 2019.



: adversarial query

: object subset with the target label

How to Formulate the Problem ?

Objective function:



Component-voting Scheme

Figure: Component-voting

scheme, where 𝒉1- 𝒉3 is the

hash code of objects with

target label, 𝒉𝑎 is the anchor

code



Component-voting Scheme

Figure: Component-voting
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Theorem 1.  Anchor code 𝒉𝒂 calculated by component-voting scheme is the binary code 

achieving the minimal sum of Hamming distances with respect to 𝒉𝒊, 𝑖 = 1,… , 𝑛𝑡, i.e.,

𝒉𝒂 = arg min
𝒉∈{+1,−1}𝐾



𝑖=1

𝑛𝑡

𝑑𝐻(𝒉, 𝒉𝒊)



Component-voting Scheme
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Objective function:



Component-voting Scheme

Objective function:

Figure: Component-voting
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code



Overall Pipeline



Results on Image Retrieval

Table: t-MAP (%) of targeted attack methods and MAP (%)
of query with benign objects (‘Original’) with various code
lengths on two image datasets

t-MAP: the referenced label of t-MAP is the targeted label
instead of the original one of the query object in MAP
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Figure: Effect of the size of the object set for
generating the anchor code on ImageNet

Results on Image Retrieval

Table: t-MAP (%) of DHTA with 
different iterations on ImageNet.



Figure: Visualization examples of generated
adversarial examples

Results on Image Retrieval

Perceptibility:



Figure: An example of image retrieval with benign 
query and its adversarial query on ImageNet

Results on Image Retrieval



Results on Video Retrieval

Table: t-MAP (%) of targeted attack methods and MAP (%)
of query with benign objects (‘Original’) with various code
lengths on two video datasets



Evaluation from the Perspective of Non-targeted Attack

Table: MAP (%) results of non-targeted attack on two datasets.

[1] Yang, Erkun, et al. "Adversarial examples for hamming space search." IEEE transactions on 
cybernetics (2018).

[1]



Results on Open-set Targeted Attack

Table: t-MAP (%) of DHTA
with out-of-sample target
label on ImageNet.

Noting: In this example, all
target labels are randomly
selected from the out-of-
sample class labels.



Conclusions

※We formulate the targeted attack on hashing retrieval as a point-
to-set optimization.

※We develop a simple yet effective targeted attack with the
proposed component-voting scheme.

※Extensive experiments verify that DHTA is effective in attacking
deep hashing.



Feel free to contact us: {bjw19, cb17, li-ym18}@mails.tsinghua.edu.cn

paper code


